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Chapter 1. Welcome to XLink ClusterReplica Enterprise

ClusterReplica Enterpge, based on CDP technology, combines conventional High Availability
solutions andReaitime Data Replicatiofunctions to create the next generation of business
continuity software with main features as listed in the following:

1 Promotes data manageabilityy using Replication Templates for data replication. The
two default templates are for MS SQL database and IIS web server files. User self
defined templates are also supported.

T Smartly utilizes the CDP technology to replicate modified data instantlyaiback to
multiple previous states at a file level or the entire data image level.

1 Offers the flexibility in functionalities and scaling: to fit the needs specifically for the
small and medium companies, ClusterReplica Enterprise supports MS SQLVdel IS

server functions in one package. Starting from one or two servers, more systems can be

added into the clustering without affecting the existing infrastructure.

How ClusterReplica Enterprise Works

Some terminologies involved using ClusterReplicarprise are introduced here.

1. ThePrimary Master- It is the station in a ClusterReplica Structure that manages the
entire Clustering. From the Primary Master station, you can

O O O O

(o]

Add and remove Replica Member stations in the clustering

Define data ReplicatioSet for reatime data replication

Configure and initiate A Failover

Perform roleswitch to transfer the role of the Primary station to another station
in the clustering

Function as a Replica Member to receive data from a Régier station

While mainly function as the data source for data replication, it can also be used as a
Replica Member station to take in data from other data source stations.



2.

A RepliMaster - It is aMaster station without the management power and the

configuration rights. Wi mainly function as the data source for data replication, it can
also be used as a Replica Member station to take in data from other data source stations.
A RephlMaster can also be used as a Secondary station for failover.

A Replica Member It is a dah replication destination system that takes in new data
from aMaster system for data protection purposes. It can be also configuredZata
Version Managemenstation to allow network end users self manage data files
remotely.

TheSecondary Station It is aReplica Membewmith an additional role: the failover

target. There can be only one Secondary station in a ClusterReplica Structure to pair up
with the Primary station for failover. A Secondary station can also be aRagier

station to initiate data replication.

From its main configuration screen, the three major parts to be configured are listed in the
main menu:

1.
2.

Replica Member Setupto add Replica Member stations to the ClusterReplica Structure
Replication Set Configurationto define DataReplication Sets for redilme data

replication

Auto FailoverConfiguration- to define the Secondary station and setup failover for
server 24x7 availability

Network Configuration-to define communication configurations between the Primary
Master station and the Replica Member stations

They suggest the main functions of the software. ClusterReplica Enterprise is a software that
combines the common applications of Data Protection and Server Availability that fits the
special needs of small and medium messes.
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1.1 System Requirements and Tips

ClusterReplica Enterprise provides a complete data protection and server available solution of
corporate standard to the small and medium businesses with simple installation and automatic
setup of datareplication path lists. ClusterReplica Enterprise not only handles failover
automatically to guarantee server 24x7 availability, it also managedinealdata replication

with schemes of on¢o-many and mamo-one to local and remote destinations.

T Sysem Requirements

o Two Microsoft Windows systems of 2008/2003/2000/XP platforms titlernet
connection
RAM: 128MB or above
Hard disk: 8GB or larger

1 If MS SQL database files are to be replicated

If MS SQL database files are to be replicated, it is reduirat all nondefault database
structures must be preet on the Secondary serviglentical to the database structures
on the Primary station before installing of ClusterReplica software.

1 Tips: Using one or two network cards

o General concept
A A cluster serer binds two or more computer systems together to
function as one. The clustered systems need to communicate with each
other. At the same time, one of them will take up the responsibility to
server the network clients. This setting requires internal comitation
between the clustered servers as well as external communication
between the server and the network clients.

A To distinguish the two types of communication, ClusterReplica Enterprise
introduces the concept of :
1. Control IP-that handles the internecommunication between the
clustered servers
2. Cluster IR that deals with public connection requests running on
a Windows virtual IP and is always attached to the Primary station
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One network card or two?
A One network card If the systems you are going install ClusterReplica

Enterprise each has one network card, this means the cluster server
operates with both internal and external communications moving within
one subnet.

In this situation, the cluster internal communication tangles up with the
sener clients communication. The workload on the communication
channel can be constantly overloaded. There is also the concern of data
processing speed and data transfer security.

Two network cards By installing two network cards on each of the
clustered gstems, the internal and external communications are
separated. One set of IPs can then be devoted strictly to the internal
communications of the clustered systems without the interference of the
public network traffic.

For example

systeml: 123.123.1280, 195.2.1.74
system?2: 123.123.123.16, 195.2.1.75

The 123 subnet is to be used for clustered systems internal
communication, and the 195 subnet is to be used for server/clients
connection.

The effect on this setting of two network cards is remarkablerfr
security standpoint, the separation of the internal and external traffic on
the cluster server eliminates the possibility of public interference of the
servers internal activities. Now, data transfer security is ensured.

With the same footing, the impvement of server performance in the

eyes of network clients can also be notable. First, with two subnets,
network traffic is reduced. Secondly, each set of IP addresses devoted to
specific tasks, efficiency increased.



1.2 A Quick Installation Guide

Before installation three things require some special attention:

1. The ClusterReplica package is to be installed on all systems intended for the clustering
structure.

2. Nosystem rebootis required for Windows 2008/2003 and XP systems, but for Windows
2000,system reboot is required.

3. Allinstallations are by default 3afay demo packages. To validate the ClusterReplica
structure, please type in the license codeStart/All Programs/Xlink ClusterReplica
Enterprise/License Manager.

Validation needs to be donenly on the Primary Master. Please make sure the number
of Replica Member stations defined matches (or less than) the purchased Replica
stations number in the license.

Installing ClusterReplica Enterprise is easy. Double click the downloaded filetovstge the
installation process.

T The first thing comes up is the reminder that making sure you are login in the system as
the "administrator" to run the installation.

Question X

4 This program requires a member of Administrator Group to setup. Click Yes to continue or Mo to quit the setup
\‘/ program.




T If Yesthe next screen comes up to make sure you have downloaded the rigtitipro
and it is the one you want to install.

InstallShield Wizard ) x|

Welcome to the InstallShield Wizard for
ClusterReplica ENT ¥3.0

The InstallShield® ‘Wizard will install ClusterReplica ENT
v3.0 on your computer. To continue, click Next.

(22
v
o

Cancel l

10



T The next screen presents tthécense Agreemerfor end-users. Please read it carefully
and make sure you understand all terms listed. If all terms aebépto you, clickres
to proceed with the istallation. Otherwise, clicko to abort the installation.

InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

Press the PAGE DOWN key to see the rest of the agreement.

END-USER LICENSE AGREEMENT FOR XLINK TECHNOLOGY, INC. ﬂ

IMPORTANT

*You are authorized to access and use this software product only if you have entered an
Agreement with XLink Technology, Inc. Your use of the software is subject to the terms of
such Agreement.

PRODUCT LICENSE
This software program and documentation are licensed, not sold, to you. You have a
nonexclusive and nontransferable right to use the enclosed program and documentation. —,J

Do you accept all the terms of the preceding License Aareement? |f you choose No, the
setup will close. To install ClusterBeplica ENT v2.0, vou must accept this agreement.

|rstallShield

< Back Yes No

11



T The next step in installation requires you to decide if you want to use the system as the
Primary Masteror areplica There can be onlgne Primary Master in each clustering.

InstallShield Wizard i x|

Setup Type
Choose the setup type that best suits pour heeds.

Set the current machine as either the primary server or the replica member.
Please select one of the options:

(¢ Set ta be Primary Master

(" Setto be Replica Member or Repli-Master.

|rstallShield

< Back | Next > | Cancel

1 Thenext screen asks users to select the Binding adapter card for public IP. The binding
adapter card will be assigned the public IP. As failover occurs, the public IP will be assign
to the binding adapter card i8econdary As failback status, the public IRIWwe assign
back to the binding adapter card of thximary.

Cluster Binding Adapter X x|
Select an adapter for your public clustering network:
Public cluster network connects the cluster to the public network
where clients reside.
Mware Accelerated AMD PCNet Adapter v
Property |
OK Cancel |

12



1 ClinkOKto set IP for the communication between the clustering members. If two
network cards in thd’rimary Masterand theSecondarystation are to be used for data
replication and failoverthis IP is the one to be used for data replication. (It is
recommended that the two cards have IPs in different subnet.)

Define Private Network Information

x|
(=) Setup private networking information oK I
?/ The private network establishes node-to-node communication,
8 replication status signals, and replication management. Cancel I

1. Network adapter of private network

Selected adapter will be used for internal clustered systems
communications and replications

IVMware Accelerated AMD PCNet Adapter LI

2. Private control IP address

Enter new private control IP address or browse from existing IP
addresses on the private network adapter.

Local private control IP address I 192 . 2 . 1 . 179 |{ Biowse

Local private control IP mask | 285 . 256 . 285 . O

13



T Moving along with the installation, you will see the last screen of completion in
installation. CliclEinishto completethe installation process.

InstallShield Wizard -

InstallShield Wizard Complete

Setup has finished installing ClusterReplica ENT +3.0 on your
computer.

[Zancel

14



1.3 Configure ClusterReplica Enterprise

With ClusterReplica Enterprise installed, a Windows 2008/2003/XP/2000 system can take up
the role of aPrimary Master aRepliMaster, areplica memberor aSecondary station

Because all configurations are done on Bramary Master it is logical to setup thBrimary

Master first in the clustering structure.

Successful installation ofRrimary Masterwill bring up the main useinterface as shown
below:

lw! primary Master - X¥Link ClusterReplica ] =10l x|

Refresh Setup Test-Data Yiew-Log Help Exit

- o

L% Log ’ [Z)Refresh
(TEST-171) .
B~ o %: Local Mode Information
= @ TEST-171 (Primary Master)

q']h IP Address: 192.2.1.171

W Replication Set Configuration 5
' q’i Current Status: Active

B' {@ Other Member Status
E] st Ei:l Test-11 (Secondary Member)

-- Auto Failover Configuration

=g Wetwork Configuration

Q Connection Status

. o .
e} 9 é Communication Setup il ) | P Address- 192.2.1.11
-

Current Status: Active

—
Primary
- 3

., o

For Help, press F1 Local Cluster Type: Primary [_0 Auto-Sync 2
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This usetinterface is divided into three panels:

=

The Navigation Menu the main configuration menu on the left.

2. The display panel on the rightto show details of a function corresponding to the
function selected in the main menu.

3. The menu bar on the top provide ®me additional tools for configuration and

operational functions.

A more detailed explanation on understanding and using this main screen can be found below.
1. The Navigation Menu
The main selections in this menu break up the configuration area forsedsp

1. A Quick Start for New Users guidgincluded to give summarized information
on how to start configuring ClusterReplica Enterprise

2. Replica Member SetupThis is the first thing to do to use ClusterReplica
Enterprise and build the ClusterReplicausture for data protection and server
high availability purposes

3. Replication Set Configuration
A Replication Set Statugo display data replication status
A Replication Set Setuggo add, deleteReplication Set$or reattime data
replication.

4. Auto Faibver Configuration
A Failover/Failback Configuratierio define the Secondary station, and the
cluster name and cluster IP to be used for public connection.
A Failover Monitored Serviceto add application services to the monitored
list for Failover screeng.
A File Sharing Setugo activate the shared drive/folder on the Secondary
station in the event of a Failover.

5. Network Configuration
A Connection Statusto display replica member configurations and their
connection status.
A Communication Setupto setup port, IP and related configurations for
communication usage between the Primary Master and the replica
members.

16



2. The display panel on the right

With the selection of a configuration choice, different display panels are presented.
Following examplshowsthe display panel of the Failover Setup.

Il Primary Master - XLink ClusterReplica

Setup Test-Data ‘Yiew-Log Help Exit

=101 x|

=

|»

x
Cluster Failover Status: Enabled
(TEST-171) o Madify I
-4y Quick Start For New Users Primary System:  TEST-171
i!l Replica Member Setup Secondary System:  Replical
@ Replcation Set Configurati
W ERicaton 28 soneneLen  Cluster Name Failover Information
=B Auto Failover Configuration @  Status: Enabled
{ Failover cluster name: test]. zlink.com
= % Failover/Failback Setup
% F o Mortarad Serites  Cluster Public IP Failover Information
5 [®) Status: Enabled
vvvvv E File Sharing Setup
: Public binding network adapter: IReaItek RTL8139 Family PCI Fast Ether  Property I
=B8] Metwork Configuration -
Public IP list:
~[E] connection Status |P Address | IP Mask |
o ) 192.21.172 255.255.255.0
----- o Communication Setup
N
Primary Fina_ |
— Domain Name Server Redirection Information
@  Status: Disabled
Primary DNS server: I
Secondary DNS server: I 2 % 2
«| |

For Help, press F1

o

r@ Local Cluster Type: Primary | @ Auto-Sync Activity: Completed

Z
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3. Buttons on the menu bar
These are the buttons on the top menu bar. The ones that are often used are:

o UnderReplication Set Configuration
A Action- TheDefine Replication Set Templaselection $ to help you
define new template for data replication configurations.

o There are also some common buttons that can be seen under any function
selection

Setup-
A Switch Cluster Roleto assist users switch roles of the Primary and
Secondary stations manally when needed.

A Bmalil alert- Theemail alertselection is to notify the responsible staff to
the issues related to the operation of the clustering server.

A Application DataSync UtilityTheApplication DataSync Ultilitys a tool to
assist users updati@les from one location to another onReplica
Member station.

A 1IS Configuration ImporterThellS Configuration Importers a tool to
assist users update 11S Web server configurations Regica Member
station.

18



1.4How To Get Help From Xlkin

Three ways to have a technical support from XLink.

1. Generate report logs for support
The most efficient way is to generate report logs for support. The report logs record Cluster

status and replication activities. The logs will help us to analyzerti@dem which you
encountered.

2. Link to Xlink support web page to fill out the questions on the form.

XLink Support Form Link : http://www.xlink.com/support_form.aspx

3. Email to support@xlink.com.

NOTEPIlease always include the product name ia gubject line when you send email for
support. Thank you.

19



1.5 How does ClusterReplica work with VMware

VMware allows one physical platform (host OS) to run multiple virtual machines (guest OS)
simultaneously. VMware virtual machines becomehhigportable between computers,

because every host looks nearly identical to the guest. In practice, a system administrator can
pause operations on a virtual machine guest, move or copy that guest to another physical
computer, and there resume executionaetly at the point of suspension or downtime.

However, VMware only provides manual snapshot to backup the systems. Withotinneal
replication, it can not guarantee fully data recovery.

CombiningClusterReplicand VMware will provide you the best disast recovery solution.

Install ClusterReplica in VMware Environment

The ClusterRepica can be installed on a guest OS or the host OS.

A. Install ClusterReplica on the host OS

If your host OS is a Windows Server, we recommend you to install the ClusteaReyb the
host OS, there are two benefits of replicating from the host OS:

1. Replicating from the host OS offers the benefit of replicating all applications running on
the entire virtual machine (e.g. Exchanger server, SQL/IIS servers, file servers).
2. ClwsterReplica can replicate nafVindows guest OS (e.g. Linux, Solaris x86).

Primary Replica
Exchange SQLNIS N\ Exchange SQL/NIS
Server Servers — Server Servers
Guest 081 Guest 0S2 Real-Time Guest 0S1 Guest 0S2
Replication
Host OS with ClusterReplica Host OS with ClusterReplica

20



B. Install ClusterReplica on a guest OS

ClusterReplica running on a guest OS is like running on the regular physical machine. When you
install ClusterReplica on a guest OSthallinstallation procedures are the same as you install
ClusterReplica on a physical machifkase refer to the installation topic for detail.

Example: Install ClusterReplica on the host OS to protecttiple guest OS

While replicating from the hogDS, thevMware templatewill help you find the virtual machine
folders as you define a replication set.

The following example shows ybow to use VMware templateo define the replication sets.

Primary Replica
Exchange sQLms N\ Exchange sQLis
Server Servers —— Server Servers
Guest 081 Guest 0S2 Real-Time Guest 0S1 Guest 0S2
Replication
Host OS with ClusterReplica Host OS with ClusterReplica

System environment of Primary computer
T Host OSWindows2003 servers x64

1 Guest OS IWindows 2003 servers x32 ; Exchange Server
T Guest OS 2Vindows 2003 servers x32 ; SQL/IIS Servers

21



System environment of Replica computer

1 Host OSWindows 2003 servers x64
T Guest OS IwWindows 2003 servers x32 ; Exchasgsver
T Guest OS 2Vindows 2003 servers x32 ; SQL/IIS Servers

The physical data folders on Primary

1 The data folder of Guest OS CAVMware_machinéssuest OS 1
1 The data folder of Guest OS 2\\@Vware_machinéssuest OS 2

When you define a replicatioset, the following interface brings out théMware templateto
help you to define theguest OSolder.

New Replication Set ] X|

Select a replication set template:

=MS SQL Server>
<IIS Web Server>

<¥Mware Machines >
<Blank Replication Set >

View Template Property

—Replication Set Property

Replication Set Mame: | YMware_test|

Template Applied: <¥Mware Machines>

cncel_|

22



After clickingOKbutton, it will show all file folders of Guest OS 1 and Guest OS 2 on the next
interface. However, on the next interface, pleasfide the file folder of theGuest OS in one

replication set and define the file folder of tli@uest OS i the other replication set to have
better replication performance.
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